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HIPAA Privacy and Security

Mandy Rand, IT Manager / HIPAA Security Officer

™ Madison County
a '» Memorial Hospital

243

Accountability Act is a federal law that protects
the privacy and security of patients’ health
information
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electronically stored health information
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information

“Confidentiality is everyone’s JOB, not everyone’s business”
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247

[ ]

o Fax Number Number, Characteristic, or Code
e E-mail Address (whether generally available in
® Social Security Number the public realm or not)

o Medical Record Number
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e The information directly relevant to family/friend’s
involvement in the patient’s care, if you determine it is in
the patient’s best interest
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nearby and do not allow them to view your computer
screen
e Log off or lock your computer prior to stepping away from It
e Do not leave PHI on unattended desks, computer
terminals, fax machines, or copiers

250



9/9/2022

hallways
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personnel and work station level
» Safeguards from fire, natural and environmental hazards and
intrusions
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* Computers

* Location of PCs

* Passwords\Log On
* E-mail

* Faxes
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* Don’t go to web sites that are not work related
* Report unknown or suspicious e-mail, attachments
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Enter your password in private
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Eight or more characters

Use upper and lower case characters, numbers and a special character (!@$?)
Change to a completely new password each time

Memorize your password
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numbers,

upper or numbers,
Upper or
lower case  upper and
lower case
Characters letters lower case

letters £ letters,
mixed letters
symbols

upper and
lower case

number of

Instantly Instantly Instantly Instantly Instantly

Instantly Instantly Instantly Instantly Instantly
Instantly Instantly Instantly 3 secs 10 secs
Instantly Instamtly 8 secs 3 mins 13 mins
Instantly Instantly 5 mins 3 hours 17 hours
Instantly 13 mins 3 hours 10 days 57 days
- M AaooVVUI U 4 secs 6 hours 4 days 1year 12 years
40 secs 6 days 169 days 106 years 928 years
6 mins 169 days 16 years 6k years 71k years
1 hour 12 years 600 years 108k years 5m years
11 hours 314 years 21k years 25m years 423m years
4 days 8k years 778k years 1bn years 5bn years

46 days 212k years 28myears 97bnyears 2tn years
1year 512mvyears 1bnyears b6tnyears 193tn years

12 years 143m years 36bnyears 374tnyears 14qd years

126 years 3bn years 1tn years 23qd years 1qgt years

Key:

k — Thousand (1,000 or 107

m — Million (1,000,000 or 107)

bn — Billion (1,000,000,000 or 10%)

tn — Trillion (1,000,000,000,000 or 10°3)

qgd — Quadnllion (1,000,000,000,000,000 or 107

gt — Quintillion (1,000,000,000,000,000,000 or 107%)
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numbers,

upper or numbers,
Upper or
lower case  upper and
lower case

Characters only letters lower case

letters : letters,

mixed letters

symbols
Instantly Instantly Instantly Instantly Instantly
Instantly Instantly Instantly Instantly Instantly

upper and
lower case

number of Numbers

Instantly Instantly Instantly 3 secs 10 secs
Instantly Instamtly 8 secs 3 mins 13 mins
Instantly Instantly 5 mins 3 hours 17 hours
Instantly 13 mins 3 hours 10 days 57 days
- NIAryY 1S 1595 4 secs 6 hours 4 days 1year 12 years
40 secs 6 days 169 days 106 years 928 years
6 mins 169 days 16 years 6k years 71k years
- T T T T 1 hour 12 years 600 years 108k years 5m years
11 hours 314 years 21k years 25m years 423m years
4 days 8k years 778k years 1bn years 5bn years

46 days 212k years 28myears 97bnyears 2tn years
1year 512mvyears 1bnyears b6tnyears 193tn years

12 years 143m years 36bnyears 374tnyears 14qd years

126 years 3bn years 1tn years 23qd years 1qgt years

| have 2 cats!
Will take the hacker 5

k — Thousand (1,000 or 107
bi“ions yea rS- m — Million (1,000,000 or 107)
bn — Billion (1,000,000,000 or 10%)
tn — Trillion (1,000,000,000,000 or 10°3)
qgd — Quadnllion (1,000,000,000,000,000 or 107
gt — Quintillion (1,000,000,000,000,000,000 or 107%)
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259

review, and eligibility determinations
Operations — Examples are: training programs, accreditation, credentialing, quality
improvement activities, case management, and business planning
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is not allowed without authorization
e Intentional infliction of knife or gunshot wounds
® Reporting to registries, such as cancer or organ
transplantation
e Disclosure to regulatory agencies such as CMS, FDA,
licensing boards, etc.
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at MCMH

Breach of confidentiality is a terminable offense

262
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In error

263

264
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e Always maintain and use passwords in a secure and
confidential manner

e Never share your password or use someone else’s sign on
information

e If you are asked to sign on using someone else’s
information, refuse to do so and report them
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e Acknowledge the mistake, and notify your supervisor or HIPAA Office immediately
® Learn from the error — change procedures or practices as needed

® Assist in correcting or recovering from the error ONLY if instructed to do so — do not try to
cover it up or “make it right” on your own
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267

to a patient’s record

You can be held personally liable!
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your job
® When in doubt it is best to report
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e Turn computer screens away from traffic or use privacy screens
and be aware of those around you when using PHI on

computers

e Log off or lock your computer prior to stepping away. You are
responsible for all access under your log-on credentials
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